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Abstract- To provide the security to the moving nodes in tiebile ad-hoc networks (MANETS) is always a
challenging issue. Few nodes in MANETs do not pgudite in conversation and behave selfishly to eores
energy and battery power. Due to this selfishlydwidr of nodes, performance at routing layer dessaln
this paper, we have provided a detailed analysdiftédrent schemes for finding misbehavior nodesietailed
comparative analysis of various schemes is providéide paper.

Index Terms- Mobile Ad-hoc Network; Selfish nodes; Routing misheior.

nodes. Section 4 illustrates a framework for firgdin
1. INTRODUCTION selfishness and section 5 gives the conclusion.

Mobile ad-hoc networks (MANETS) are se
organizing, self configuring, self cooperating ar?d RELATED WORK

infrastructure less wireless networks of mobile emd

An emerging mobile ad-hoc networking is relyingl- Credit Based System

upon the communication between the mobile nodeésedit based mechanism is also known as incentive
Routers have freedom to move haphazardly d@bed mechanism. In this mechanism, nodes are not
arrange themselves promptly. Thus, topology fiofed due to their selfish behavior rather tharzesi
network may change speedily and uncertainly. Irhsggven to unselfish nodes for supporting other nodes
charismatic environment, sending data packets aonhis encourages the association of nodes in the
path to the target becomes a critical matter. MANETS.

In MANETSs, all the mobile nodes behave as a Chee-wah Tan et al. [1] proposed a cost credit
router and collaborate between themselves fieodel to accomplish collaboration. With the use of
convenient working of the network. It is pretendkdt cost credit model, nodes can deliver large amofint o
all the mobile nodes take part in activity of tretwork data packets. Drawbacks of this method are: 1) a
will forward the data packets to neighbor node avidtual bank is needed to handle awards, 2) when a
along path supportive of other nodes. But thisde sufficient or awards to forward its own data,
assumption is not true in all scenarios. Sometimemy decide not to collaborate with other nodeshin t
nodes comply to forward but unsuccessful to detwork and initiates denying packets.
because they want to conserve their energy, battery
power and CPU cycles. They simply accepting tha daR. Secure I ncentive Protocol
packets targeted to them, and ignore the datahafr ot
mobile nodes without sending along a path or fodw
Due to this behavior of nodes, throughput of t
network decreases. These nodes are known as s
nodes. Another type of nodes which deliberat
ignore data packets, send to some other target oo
change the route of data etc. These are known!
malicious nodes. Both these malicious and sel
nodes come under the category of misbehaving no
This paper considers only selfish nodes.

anchao Zhang et al. [2] rooted more charactessti
am [3] and [4]. This scheme guesses every mobile
gx? (MN) consists a tamper-proof security modules
GSM networks have SIM cards, which considers
nctions relevant to security and every intermtdia
(()ge (IN) inserts genuine stamps on the forwarded
a packets as a evidence of forwarding SIP (8ecur
ntive Protocol) treated credits as the inducdrte
encourage packet forwarding.
Selfishness can be manadged in two manners For this aim, every smart-card contains a credit
, i ) 9 i i o Qcpunter (CC) which is pre-loaded with satisfied
is to fine or punish the nodes for their selfistd&or. ,.,qunt of incentives before drop out. The loading a
Another manner is to honor the nodes for th@\fvardmg on a mobile node is accomplished by
unselfish behavior. This paper is arranged asv@loreducing or raising the CC in that particular note.
Section 2 illustrates related work in this areacti®a 3 the MN is turn off then also CC will passes itsuel

defines schemes of identifying and isolating sklfivhen MN is turn on freshly, it could retain the
incentives in CC. To assure the security of SIRerev
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smart card has private and public keys. The nodegh# route dispatches a valid acknowledgment of
not know about the numbers contained in the sndelivery to CCS.

card and CC value cannot alter by illegal way. BIP,
based on session and primarily containing thr%g' Game Theory )
phases. In session initialization phase which st fiGupta et al. [7] proposed the game theory algoritinm
phase, a session initiator (SI) consults sessionbeus this approach, every node treated former expergence
and messages with session responder (SR) andtinepnclude the best route to forward the data @ack
among them. And every IN inserts a genuine stamplé¢ volume of processing power applied is relying
every data packet sent and SI/SR assemble stamp4f8n the particular node. The more power utilized,
purpose to rewarding in next phase which is dB@St route can be picked, but large amount of pasver
forwarding phase. Rewarding phase which is the Masted. o _

phase, satisfied number of incentives given toyeidr ~ As every node contains finite quantity of battery
based on number of packets forwarded by tRaWwer, the node must pick among utilizing a huge
particu|ar node. Benefits of this method are: ]B hes] V0|ume Of |tS pOWer to deteCt the best route, ﬂiZBta

an independent routing protocol. It can synchronlges volume of its power and take risk with another
with other on demand routing protocols like AODYPUte. . _ . .
(Ad-hoc On Demand Vector)) and DSR (Dynamic Th(ee sglﬁsh operations and equivalent remedies ar
Source Routing), 2) it is a session based protandl €xplained in this paper:

3) it has temper-proof security module. So, illegal After accepting a data packet, a selfish node may
access is not possible. Drawback of this schertieats ~ deliver acknowledgment of delivery. But does not
each nodes need to contains hardware module becauséend the packet. To avoid this, the CCS should
SIP is executed in hardware module. Already present offer large amount of incentive to a particular

mobile nodes don’t contain hardware module. node that sends the data packets to stimulate a
) ) o o selfish node to send another node’s data packets

2.3. Stimulating Cooperation in Self Organizing also. To accomplish this purpose, if the target
Manets node does not submit the acknowledgment of

L. Buttayam et al. [4] concentrates on packetslisen delivery, the CCS first concludes the last node on
and they notice the issue of encouraging collaimrat  the route that has ever accepted the data packet.
in self managing MANETs. This method works on Then the CCS gives less credit to this last node as
security module or hardware module which is temper comparison to it gives to every predecessors of the
resistant. This security module preserves a nuglet last node [5].

counter. When a node sends data packets for stheA node accepted information may not dispatch the
advantage of other mobile nodes in the networkevalu receipt. This happens if the source node connives
nuglet counter is incremented by one. Each nodeédchas with the in between nodes, thus the source node
retain a positive counter value, if node wantsdods can give credits to the node in the background
its personal data packets. Security module preserve allowance, which is more than the CCS will give
the counter from unauthorized guidance. This scheme and source node still achieve a net profit. To @voi
guarantees that selfishness of nodes is not pinieita  cheating activity, the CCS loads the source node
But In general possibility of security module istno  an auxiliary quantity of incentive if the targetde
ensured. does not dispatch the acknowledgment of delivery
2.4. Sprite thus colluding class achieve no profit.

. _ » _ Dispatching an acknowledgement of delivery to

SPRITE (Sm&ptl)e Chheat Prolof 5Cr§r(:]|t Bas_ed Syztem) the CCS is enough for receiving incentives, a class
was proposed by zhang et al. [5]. The main conoept colluding nodes may send only acknowledge of
this method is as follows: a credit clearance servi delivery of a message, rather than sending the
(CCS) is imported to conclude the load and incentiv compléte data packet to'its follower node
to every U\?ﬁe enga%e in_the commfumcau.on c)fTwo scenarios are studied: 1) target node colludes
medssage. yvhen a r;(o € Ia(cj:cepts an |fn %rrr;anon,v\;Eﬁ middle node, 2) target node does not conspire
hode retains a acknowledgement of delivery \ghn migdie nodes. In the first scenario, the daseket
information and later informs it to the CCS, whée t. for the target node and if the target really pynthe
gode dcontzlnsh quick cor(;lmgdm(éa'?on W'tthh cC cknowledgement of delivery, then the middle nodes

eward and charges are decided irgame theory o, target should be given credits as if no chgdtad
aspect. The source node rather than the targetiso curred. In the second scenario, if the targeteno

Ioaded_ in order to avoid DOS.(De.niaI of Se“’ica es not dispatch a acknowledge delivery of data
attack in the target node Wbgrwarding it huge numberpacket the incentive is given to every node shaeld
of traffic [6]. If node tries to send data packetrépaid increas'ed by a chunk, a, where a<1

but .the incentiye a nodg accepts rer_upon whether The author demonstrates the accuracy of the
not its forwarding is profitable if the neighborde on acknowledgment of delivery submission method with
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the help of game theory. Main objective of this Inoet
is for sending data packets in unicast mannearitlze — —
continued to path detection and multicast as \Wélis '

Y /

method may have various problems: [ X H— P Q — B H— ¥ |
« Acknowledgment of delivery of every nod '\ [/ ./ L/ o) S S
throughout a route may be complied with the C( b — b = b

at various times, making it hard for the CCS
conclude the original credits given to every no
[5].

e The mechanism [6] is dependent on DSR, whi
involves the route in the sending informatic

ahead. A misbehaving node not on the route « —¥| Packet Forwardine
conspire with other nodes on the route to prodt
a receipt and cheat the CCS. -
P Packet Forwarding
3. IDENTYFYING AND ISOLATING aver Multple nodes
SELFISH NODES
This section illustrates the mechanisms those ¢ Listen

involved for expelling the nodes for their misbeioav
Selfish nodes are determined and detached from ..._
network. They are ceased from utilizing the netwdti. 1. Watchdog Method [6]

services. Most of the schemes in the literature are )
perusing punishing mechanism instead of awardingWWhen Q sends the message from X to Y via R, P

mechanism. can listens Q's communication and can demonstrate
that Q has tried to forward the message to R. The
3.1. Watchdog and Pathrater directed line denotes that P is under communication

When a node sends data packet information, the'siodnge of Q and can hear the sent message. The solid
watchdog demonstrates that the later node in thirdine represents the direction of message sent toyR2
also sends the data packets [6]. The watchdogttiesThe watchdog is started by managing a buffer
by hearing promiscuously to forward node@irrently message and correlating every overhead
communication. If the later node does not send @lackiessage with the message in the buffer to watch if
then it is treated as misguiding. The pathratdizas there is equality. If so, the message in the buier
this information of misguiding nodes to pick thdeleted and erased by the watchdog. If the medsgye
network route to transfer packets. The nodes depkept in the buffer for more time instead of finttme
on their peculiar watchdog particularly and do nmfit, the watchdog raises a decline tally for the
transfer reputation data message with other ndeélgs. particular node answerable for sending of the ngEssa
1 explains the working of watchdog. Guess thdfevalue of a tally is more than a finite value, it
occurs a route from X to Y via in between node€P concludes that the node is misguiding and forwards
and R. Node P cannot conveys all the path to ngden@ssage to the sender regarding the node’s
but it can hear on node Q to send to R, can gdpemisbehavior.  In the network every node can run
say if Q conveys the message. If encryption is pathrater, includes the information of misguidinghw
implemented individually for every transmissioeommunication data to choose the path. If there are
which can be costly, then P can also say if Q llifferent routes to same target node, the routdn wit
compromised with the header or payload of the datge value of metric is picked. The scheme isechils
packet. pathrater.
A high negative value is given to nodes which are
detected as selfish nodes by watchdog technique.
When path rater computes the value of path paramete
negative route value represents the presence oé mor
than one misguiding nodes in the route. So, nodés w
negative grades should have their grades slowbedai
In watch dog and path rater scheme, wireless medium
which support promiscuous node activity are guessed
which is not suitable for all MANETS scenarios.

190



International Journal of Research in Advent Technology, Vol.2, No.2, February 2014
E-1SSN: 2321-9637

3.2. Core et al. In [10]. OCEAN is the extended version off®S

Michiardi et al. [8] proposed a cooperative regotat Me€chanism such as reputation and monitoring is
(CORE) scheme that also has a watchdog constitiéijgzed in this protocol. In OCEAN, each network
for examine. The value of reputation is utilized f§ode has grades for every neighbor mobile node and
conclusion about collaboration or isolation of tiuele. €xamines their nature in promiscuous mode. This
Reputation values are achieved by respecting nasleirotocol has two categories of routing misbehavigr:
requesters and providers, and correlating the famifelfish and 2) misleading. Node which takes part in
conclusion to the real achieved conclusion of aiest; route discovery scheme but does not send the data
In CORE, scope of the value of reputation is frodgckets to other nodes in the network is called as
positive (+) via null (0) to negative (-). The béhef Misleading node. Selfish node does not involve in
this scheme is that containing a scope from negativroute discovery m(_achanlsm. For finding the. mislegdi
positive and grants good behavior to be awarded BAges. after sending a data packet to neighbor,node
misguiding nodes to be punished. This meth@(g_vvardmg node stores the data packet. Wher! the
provides more significance to the recent behavim #€ighbor node sends the packet to other nodesein th
hence sustainable infrequently bad behavior eilgréa N€twork in given time interval, then it is examinéd

of battery power. But guesses that the recent behagenerates a event (positive or negative) as itsteesf

to be representative of the future behavior mayem&kamining are used to upgrade the grades of neighbo
the mobile nodes to increase incentive and theiaiei N0de. If rating is less than value of pre-defined

behaving like selfishly. threshold, then neighbor node is placed in botthings
i node’s list and avoid list. According to conclusialh
3.3. Confidant traffic will not utilize this issue node. A finitme is

CONFIDANT (Cooperation of Nodes Fairness fgiven to this issue node to come back to network
Dynamic Ad-hoc Network) [9], assembles clue frolecause it may be possible that some misleading nod
past events and instructions. Trust cooperationhds misleads this particular node or if it is dfislel
achieved among nodes dependent on assembled ohde, then node must improve in given time interval
Trust conclusions are made based on thgﬁf ExWatchdog
collaborations. There are four mutually dependéht’

modules: 1) monitor, 2) reputation mechanism, @3ttrEXWatchdog (Extended Watchdog) was proposed by
manager and 4) path manager. Monitor assembles Miggl Nasser et al. In [11]. ExWatchdog is the
by examining the communication of neighbor nogtended version of watchdog. This scheme is used t
after sending information to other neighbor node.find the misbehaving nodes and informs to Pathrater
then dispatches to the reputation mechanism onheif Every mobile node upgrades ratings of node with
assembled clue indicated misbehavior. Reputati§Pect to the data packets given by any mobile mod
mechanism transmits the grades for a node if the MANET.

assembled for a no<_je's misguiding behavior is m Qi Mishahaving D iz Mishehavin
than the previously illustrated threshold valueeith i il
manager of the path draws a conclusion to erase
misbehaving node from the route. Path manger ¢ ig\. :E b "'-l__ i 2 ) E[: :
helps the node to make the conclusion like whetie ’

send accepted message by verifying the recent si0 -

existence in the black list. The manager of trigst

answerable for sending and accepting instructions

and from reliable nodes. Here instructions are a

called ALARM messages and reliable nodes are ca :

as friends. The ALARM data packets accepted fr O Nomal node SN- Source Node
reliable nodes are calculated for checking relighbil

before being forwarded to reputation mechanismsirr .~ . .

manager helps in taking trustworthy conclusions * | | | Misbehaving DN- Destination Node
the following: 1) give and receive routing messages . ./ node

data packets, 2) receive a node as a chunk ofla L.
and 3) execute path developed by few another noffi§s2. ExWatchdog Scheme [11]

CONFIDANT demonstrates to display good

performance of the network which includes the Every node contains watchdog and rely upon over-
malicious nodes correlated to DSR protocol. listening. So a critical issue arises when a ndtwor
node which is over-listening and informing itsel a
misbehaving node, and then it can effect the
3.4. Ocean performance of network. In fig. 2, mobile node P

OCEAN (Observation-based Cooperation Enforcemestild inform the node Q is not sending data paciets
in Ad-hoc Networks) protocol was proposed by Bansal
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fact it does. Due to this source node (SN) tick@has individually (i.e. no collaboration with other naje
malicious node, but in actual P is a problematidenocalculates its neighbor nodes based on completion o
Encryption based technique is also wused work. Trust organized based mechanism does not
ExWatchdog. It also maintains a table which corgtagtepend on the examining of next nodes
information of source node, target node, sum (I tatammunications and change of reputation data packet
amount of data packets sends or accepts) and rdigeveen the nodes. Thus contains low overhead, and
Thus it can find if mobile nodes wrongly informdet the scheme does not depend on routing protocos Thi
nodes as malicious. The basic concept of this ndethwechanism gives scattered reputation calculation
is its ability to establish misbehaving mobile nedmethod started individually or separately at eagtien
those can split the MANET by wrongly informingn MANET with concept of determining and detaching
other nodes in the network as malicious. This seheselfish nodes. Every node has a reputation table, i
fails when mishbehaving node is on all routes amamigich reputation index is preserved for immediate

particular sender and target node. nodes of each node in the network. A node gives a
reputation index to all of its neighbor nodes based
3.6. Cache Mechanism to find Selfish nodes outstanding delivery of information sent via neighb

: nodes. For every successful delivery of information
Hongxun liu et al. [12] proposed a hardware SUEEDIL, o1y node along a path raises the reputation index
disclosure mechanism is introduced and calculdtedic haxt node that sent the information. Unsucesssf
this mechanism, the hardware can find the misbehayqiyeries of packet conclude a punishment given to
directed by the misguiding nodes. Selfish nodeeeitl oy neighbor nodes by decreasing their index value
denies all the information not concerned to it enigs by one. The success or failure of the data packet
the information only. After finding the misguiding,¢,rmation is achieved from the feedback acceptgd
nodes, the hardware will dispatch the selfish ney,o t4rget node. This function is utilize to evatuthe

other nodes in the network. Another node will z_eh reputation index is design conclusion that is eéfec
the data packets accepted to secure the netwotklslnb factors involves behavior of nodes, locatiomofie

mechanism, there is a split among software _

hardware in a mobile node. The software could betq 4y6id the selfish behavior and give inspiration
misguiding in nature, but hardware is secure Modie nodes to develop their reputation, every node
and maintaining trust communications between nodgs| des whether to send or deny a data packbt wit
in the network. Here the main concentration is o {egnect to reputation of packet's predecessor niéde.

disclosure of misguiding node which denigge hoe's reputation index value falls below a-pre

information. There are four counters utilized ire tRsiaplished threshold value all data packets sint v
scheme: 1) total counter (TC), 2) drop counter (B8}) that particular node discarded and node become

total data counter (TDC) and 4) data drop COUNigliaied. Benefits of this scheme are: 1) isolatisn
(DDC). TC and DC are utilized to find simple, iing protocol, 2) no need to examining the next

dropping, in which selfish node will deny all thg.e\ious nodes in the promiscuous mode, 3) overhead
information not to or from them. While TDC and DDGgacreases if mobile nodes do not send reputation

are utilized to find selective dropping, in whicifsh | oated data and 4) value of reputation index is

node will deny only information not to or from them, i ated without the assistance of neighbor nodes,
rather them sending the route reply and req cooperative misbehavior can be decreased. But
packets. To improve the performance of disclosargy,q jssye with this scheme is that , it utilizesdigack
penalty timer _is introd_uced. This timer utilizesgve g-hemes such aacknowledgements of transmission
extra penalty if a particular node does not senu& ool protocols in connection based application f
request control packet. Penalty timer is initia®dy rocognizing whether a data packet has successfully

when an actual control packet is accepted. Theecgeched to target node or not. Thus, this schemetis
entity in the disclosure hardware can inform if the

accepted control packet is authentic or equivalgi applicable for connectionless applicationsThe
scheme can find the selfish nodes correctly in tefmreputation schemes individually evaluates the bienav
disclosure of effectiveness and false positive athh©f mobile nodes in the netwarkhus thereare large
simple and selective dropping methods. Softwarerlajumber of possibility for false positives.

is needed some changes, but it is hardware dependen

scheme which is practically hard to start. 4. A FRAMEWORK FOR FINDING
SELFISH NODES
3.7. Reputation based Schemes to | solate Selfish This paper [14], represents about a framework rely
nodes upon Dempster-Shafer theory-based selfish behavior

. -nodes detection framework (DST-SDF) with few
M. Tamer Rafaei et al. [13] proposed repmmﬁ%\éhematical feedback. The DST-SDF is committed

dependent scheme which create trust between ng, .
The scheme depends upon the concept that n%&eMANETS rely upon standard routing protocols
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such as DSR. The basic objective depend upon end-to
end successful information delivery in the follogin TABLE |. COMPARISON OF MECHANISMS FOR
manner: each time a sender forwards a data patket t DETCTION OF SELFISH NODES IN MANETS

the target node, it waits for the finite pre-estti®d

time for a successful delivery of a packet. If thuem| === Fining Mabahasix N Y
acknowledgement is received in predetermined tame o | s e
sender can say that all the mobile nodes alongii r R =

are collaborative in nature. Otherwise there Ve,
misbehaving nodes along a route. On the basis
acknowledgement received or not in a particulaefirco= | ~ ¥ i A o i ~ pc
a recommendation message is forwarded to all oA
nodes in the network to describe about the sitnati= i h ki i k i s
Each node contains a constituent, executed a Docax
based algorithm that utilizes accepted instructi

packets to calculate the misbehavior of every nos ™[ |~ f | [ | p ] e
The concluded values can be utilized as routca.

=
=
=
=
2
=
Z
=
g

=
=
=
=
2
-1
=
=
@
IS

based v N ks Y Y Y Y Y DC
parameters. Ey— -

based N N ks Y Y Y Y Y DC
5. COMPARISON NN= Neighbor to Neighbor; SN = Self to Neighbor=RRouting;

. PF= Packet Forwarding; P = Punishment; DC = Distat and
Most of the mechanisms are rely upon trufoperative; A= Architecture; SA = Stand Alone; RRD =
relationship among nodes in the network. Watchdwagvent Misbehaving Node in path detection; Y =;%és No.

used in many of schemes, but has various drawbacks
and not able to do work accurately due to collision 6. CONCLUSION

the network. When every node has Var'oﬁltﬁig, paper explains various schemes for dealing wit

transmission ranges or executes antennas, &QE selfish behavior of nodes. Detection of Selfish

watchdog _cannot  examine the neighbor no %des is one the prominent issue for MANETS since

correctly. ExWatchdog is developed to reduce . )
issue o)f/ overhearing gof the Watc%dog. Thus, if tﬁlﬂeey influence the throughput of the network. This

paper provides a detailed analysis of various selfi
godes detection schemes in the literature. Detaile
omparative analysis of various schemes with rdspec
0 various metrics is also provided in the text.

mobile node which is overhearing and informinglits
as misbehaving, then it can affects the performanfic
MANET. OCEAN is wused to prevent th
vulnerabilities of nodes. CONFIDANT raises thi
problem implicity. CORE cannot find misbehavin
nodes which create problem in routing behavior:
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